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FIG. 2 
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ORIGINATING EQUIPMENT 
RECEIVES DIALED DIGITS 
IDENTIFYING CALLED PARTY 
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CALL PATH TO CALLED 
PARTY IS ESTABLISHED 
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DOES THE 
CALL PATH INCLUDE 
UNSECURE 
LINKS? 
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NO 


NORMAL PROCEDURES 




TO COMPLETE CALL 
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DETERMINE IF ENCRYPTION EXISTS 
& SEND QUERY TO TERMINATING 

SYSTEM TO DETERMINE IF 
DECRYPTION CAPABILITY EXISTS 
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CAN ^ 
AN ENCRYPTED \ Y ES 
TRANSMISSION BE PROCESSED^ 
BY TERMINATING 
SYSTEM? 



ISSUE UNSECURE TRANSMISSION 
WARNING TO CALLER 
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SEND ENCRYPTED 

TRANSMISSION 
TO CALLED PARTY 
VIA ESTABLISHED 
CALL PATH 
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ISSUE UNSECURE 
TRANSMISSION WARNING 
TO CALLED PARTY 




RECEIVE ENCRYPTED 

TRANSMISSION IN 
TERMINATING SYSTEM 

AND APPLY 
DECRYPTION SOFTWARE 
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NORMAL PROCEDURE 
TO COMPLETE CALL 
TO CALLED PARTY 
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FIG. 3 
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ORIGINATING SYSTEM 
LOOKS UP SUBSCRIBER 

PROFILE AND SENDS 
TRANSMISSION TO END 
DESTINATION AND 

INCLUDES REQUEST 
FOR SECURITY STATUS 
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RECEIVE UNENCRYPTED 

TRANSMISSION IN 
AN UNSECURE MODE 
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THERE A 
SECURITY STATUS 
REQUEST 



NO 



YES 
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SEND SECURITY ALERT 
MESSAGE TO ORIGINATING 
SYSTEM AND WAIT 
FOR INSTRUCTIONS 



,-308 
SHOULD ' 
TRANSMISSION BE 
.CONTINUED. 



-305 



NORMAL PROCESSING 
TO COMPLETE 
TRANSMISSION 



NO 
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ABANDON 
TRANSMISSION AND 
TERMINATE APPLICATION 
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ORIGINATING SYSTEM SENDS TRANSMISSION 
WHICH TRAVERSES A PACKET DATA NETWORK 




FIG. 4 
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TRANSMISSION 




COMPLETE 
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SEND UNSECURE MESSAGE INDICATION 
TO ORIGINATING AND TERMINATING PARTIES 
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. COMPLETE 
TRANSMISSION 




ABANDON TRANSMISSION 



